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Part I:

Background and Motivation
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Background

Network coding has been extensively studied under the assumption

that the channels of networks are error-free.

Unfortunately, all kinds of errors may occur in practical network

communications:

1 random errors;

2 erasure errors (packet losses);

3 error in header;

4 malicious attack;

5 . . . . . .

In order to deal with such problems efficiently, network error

correction coding (NEC) was proposed by Cai and Yeung in 2002.
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Motivation

Problem

In network communication, the source often transmits the messages at

several different information rates within a session. For the purposes of

both information transmission and network error correction, it is expected

that different linear network error correction MDS codes are applied for

these information rates.
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Motivation

Based on the existing results, the most efficient solution is...

Solution

Design a linear network error correction MDS code for each information

rate, and use them for information transmission and network error

correction.
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Motivation

However...

Side-effects

Each node has to store all local encoding kernels for these different

network MDS codes. It takes a large amount of storage space for each

node. This also increases the complexity of the system considerably.

In transmission, the source node must tell each non-source node

which information rate is used to transmit the messages.

Then after reading the rate, each non-source node searches and uses

the corresponding local encoding kernel for coding. Searching and

changing the local encoding kernels at each non-source node consume

resources and time in the network.
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Motivation

Goal

In order to avoid these side-effects, we propose the concept of universal

network MDS codes. That is, for these different information rates,

construct different network MDS codes which have the same local

encoding kernel at each non-source node. This can avoid all shortcomings

as above.

Guang, Fu, Zhang (NKU, USC) NetCod 2011 July 25-27, 2011 8 / 42

ww
w.
le
ad
er
st
ud
io
.n
et



Part II:

Linear Network Error Correction Codes
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Basic Definitions and Notation

Let G = (V ,E ) be a single source multicast

(one-to-many) network.

A direct edge e = (i , j) ∈ E represents a

channel leading from node i to node j .

Node i is called the tail of e and node j is

called the head of e, respectively written as:

i = tail(e), j = head(e).

Correspondingly, the channel e is called an

outgoing channel of i and an incoming

channel of j .

i

j

e
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Basic Definitions and Notation

For a node i ∈ V , define the following two sets:

Out(i) = {e ∈ E : tail(e) = i},

In(i) = {e ∈ E : head(e) = i}.

The source node s has no incoming channels, each sink node has no

outgoing channels. But we use the concept of imaginary incoming

channels of the source node s and assume that these imaginary

incoming channels provide the source messages to s.
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Linear Network Error Correction Codes

If there is an error on channel e,

the output of the channel is

Ũe = Ue + Ze , where Ue is the

message which should be

transmitted over the channel e

and Ze is the error occurred on

e.

Ue

Ze

Ũe

e
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Linear Network Error Correction Codes

We treat Ze as a message called error

message. So for the channel e, introduce the

imaginary channel e ′, and assume that Ze is

injected into the channel e by e ′.

i

j

e

e ′

For each channel e ∈ E , an imaginary channel e ′ is introduced. The

network with imaginary channels is called the extended network and

denoted by G̃ = (Ṽ , Ẽ ).
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Linear Network Error Correction Codes

For G̃ , the global encoding kernel f̃e for each e ∈ Ẽ is an (ω + |E |)-

dimensional column vector and the entries can be indexed by the channels

in In(s) ∪ E .

1 For imaginary message channels d ′i (1 ≤ i ≤ ω) and imaginary

error channels e ′ ∈ E ′, define

f̃d ′
i

= 1d ′
i

and f̃e′ = 1e ,

where 1d is the indicator function of d ∈ In(s) ∪ E .

2 For other global encoding kernels f̃e , e ∈ E :

f̃e =
∑

d∈In(tail(e))

kd ,e f̃d + 1e .
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Linear Network Error Correction Codes

The matrix F̃t =
[
f̃e : e ∈ In(t)

]
is called the decoding matrix at sink

node t, and use rowt(d) to denote the row vector of F̃t corresponding to

the channel d , d ∈ In(s) ∪ E .

Definition

Let ρ be an error pattern, define

∆(t, ρ) = 〈{rowt(d) : d ∈ ρ}〉;

Φ(t) = 〈{rowt(d) : d ∈ In(s)}〉;

where we call ∆(t, ρ) the error space of error pattern ρ and Φ(t) the

message space.
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Linear Network Error Correction Codes

Definition

A linear network error correction code is called a regular code if for

any t ∈ T , dim(Φ(t)) = ω.

The minimum distance of a regular network error correction code at a

sink node t is defined by

d
(t)
min = min{|ρ| : dim(∆(t, ρ) ∩ Φ(t)) > 0}.
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Part III:

Universal Network MDS Codes
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Singleton Bound and Network MDS Codes

Theorem (The Refined Singleton Bound)

Let d
(t)
min be the minimum distance of a regular linear network error

correction code at a sink node t ∈ T . Then

d
(t)
min ≤ δt + 1,

where δt = Ct − ω is the redundancy of the sink node t.

Remark:

This refined Singleton bound is achievable.

A linear network error correction code is called network error

correction maximum distance separable (MDS) code, or network MDS

code for short, if it satisfies this bound with equality.
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Basic Assumptions

In a communication network G , the source node transmits the

messages at several distinct rates ω1, ω2, · · · , ωh within a session.

Let ω = max{ω1, ω2, · · · , ωh} satisfying

ω ≤ min
t∈T

Ct ,

where Ct is the minimum cut capacity between the source node s and

the sink node t.

There exists an ω-dimensional F-value linear network error correction

MDS code Cω.
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Conclusion

An (ω − 1)-dimensional network MDS code Cω−1 with the same local

encoding kernels as that of Cω at all non-source nodes can be

constructed.

Using this method recursively, we can construct all ωi -dimensional

(1 ≤ i ≤ h) network MDS codes with the same local encoding kernels

at all non-source nodes.
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Lemma 1

Definition

Use rowt(d) to denote the row vector of the decoding matrix

F̃t =
[
f̃e : e ∈ In(t)

]
indicated by the channel d ∈ In(s) ∪ E . Then,

F̃t =

[
Ft

Gt

]

where Ft =


rowt(d1)

...

rowt(dω)

 and Gt =


rowt(e1)

...

rowt(eE)

.
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Lemma 1

Lemma 1

Let Cω be an ω-dimensional regular linear network error correction code

over an acyclic network G , and ~k = (k1, k2, · · · , kω−1)> ∈ Fω−1 be an

arbitrary (ω − 1)-dimensional column vector. Define the matrix

F
(ω−1)
t (~k) =

[
Iω−1

~k
]
· Ft ,

where Iω−1 is an (ω − 1)× (ω − 1) identity matrix. Then the row vectors

of F
(ω−1)
t (~k) are still linearly independent, i.e.,

Rank(F
(ω−1)
t (~k)) = ω − 1.
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Lemma 2

Definition

Let f̃e be the extended global encoding kernel of Cω for the channel

e ∈ E .

Let ~k = (k1, · · · , kω−1)> ∈ Fω−1 be an arbitrary (ω − 1)-dimensional

column vector.

For each non-imaginary channel e, define

f̃
(ω−1)
e (~k) =

[
Iω−1

~k 0(ω−1)×E

0E×(ω−1) 0E×1 IE

]
· f̃e ,

where Iω−1 and IE denote (ω − 1)× (ω − 1) and E × E identity matrices,

respectively, and 0a×b represents an a× b all-zero matrix.
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Lemma 2

Lemma 2

If {f̃e : e ∈ E} constitutes a global description of an ω-dimensional

F-value regular linear network error correction code Cω over an acyclic

network G , then {f̃ (ω−1)
e (~k) : e ∈ E} constitutes a global description of an

(ω − 1)-dimensional regular linear network error correction code for G . In

particular, the local encoding kernels of this (ω − 1)-dimensional code at

each non-source node are the same as that of the original ω-dimensional

code Cω.
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Proof of Lemma 2

Idea of Proof: Mainly prove...

For each channel e ∈ Out(s), the following formula holds:

f̃
(ω−1)
e (~k) =

ω−1∑
i=1

k
(ω−1)
di ,e

(~k) · f̃ (ω−1)
di

+ 1
(ω−1)
e ,

where k
(ω−1)
di ,e

(~k) = kdi ,e + kikdω ,e , i = 1, 2, · · · , ω − 1, and 1
(ω−1)
e is

an (ω − 1 + E)-dimensional column vector which is the indicator

function of e.
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Proof of Lemma 2

For other non-imaginary channel e /∈ Out(s), the following formula

holds:

f̃
(ω−1)
e (~k) =

∑
d∈In(tail(e))

kd ,e f̃
(ω−1)
d (~k) + 1

(ω−1)
e .

Note that the local encoding coefficients remain unchanged.

The global description {f̃ (ω−1)
e (~k) : e ∈ E} of this (ω− 1)-dimensional

linear network error correction code is regular (Lemma 1 is required).

�
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Lemma 3

Lemma 3

For the minimum distance of a regular linear network error correction code

at sink node t, there exist the following equalities:

d
(t)
min = min{rankt(ρ) : ∆(t, ρ) ∩ Φ(t) 6= {0}}

= min{|ρ| : ∆(t, ρ) ∩ Φ(t) 6= {0}}

= min{dim(∆(t, ρ)) : ∆(t, ρ) ∩ Φ(t) 6= {0}}.
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Proof of Lemma 3

Idea of Proof: Define the set of error patterns:

Π = {ρ : ∆(t, ρ) ∩ Φ(t) 6= {0}}.

Clearly,

min
ρ∈Π

dim(∆(t, ρ)) ≤ min
ρ∈Π

rankt(ρ) ≤ min
ρ∈Π
|ρ|.

Need to prove:

min
ρ∈Π
|ρ| ≤ min

ρ∈Π
dim(∆(t, ρ)).

�
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Lemma 4

Lemma 4

For the ω-dimensional network MDS code Cω on G , define

Q(t) =
{

error pattern ρ : ∆(t, ρ) ∩ Φ(t) 6= {0} and |ρ| = d
(t)
min

}
.

Then for any ρ ∈ Q(t),

dim(∆(t, ρ) ∩ Φ(t)) = 1.
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Lemma 5

Lemma 5

For an acyclic network G , an ω-dimensional F-value linear network error

correction MDS code is given and |F| >
∑

t∈T |Q(t)|. Then there exists

an (ω − 1)-dimensional column vector ~k = (k1, k2, · · · , kω−1)> ∈ Fω−1

such that

dim(∆(t, ρ) ∩ Φ(ω−1)(t, ~k)) = 0

for each sink node t ∈ T and each error pattern ρ ∈ Q(t), where

Φ(ω−1)(t, ~k) = 〈{rowt(di ) + ki · rowt(dω) : 1 ≤ i ≤ ω − 1}〉.

1

1The proofs of Lemmas 4 and 5 are complicated, please refer to the paper for

technical details.
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Theorem

Theorem

Let Cω be an ω-dimensional F-value linear network error correction MDS

code and F be the base field satisfying |F| >
∑

t∈T |Q(t)|. Then there

exists an (ω − 1)-dimensional F-value linear network error correction MDS

code Cω−1 for this network G with the same local encoding kernels at all

non-source nodes as that of Cω.
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Proof of Theorem

Idea of Proof:

There exists an (ω − 1)-dimensional column vector ~k ∈ Fω−1 such

that...

{f̃ (ω−1)
e (~k) : e ∈ E} constitutes the set of all extended global

encoding kernels of an (ω − 1)-dimensional regular linear network

error correction code. (Applying Lemmas 1 and 2)
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Proof of Theorem

For any t ∈ T and any error pattern ρ with |ρ| ≤ δt + 1,

∆(t, ρ) ∩ Φ(ω−1)(t, ~k) = {0}.

This implies

d
(t,ω−1)
min = min{|ρ| : ∆(t, ρ) ∩ Φ(ω−1)(t, ~k) 6= {0}} ≥ δt + 2.

(Applying Lemmas 3, 4, and 5)

On the other hand, by the refined Singleton bound, we have

d
(t,ω−1)
min ≤ Ct − (ω − 1) + 1 = δt + 2.

�
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Constructive Algorithm

Step 1: Construct an ω-dimensional network MDS code Cω on G ;

Step 2: choose an (ω − 1)-dimensional column vector

~k = (k1, k2, · · · , kω−1)> ∈ Fω−1

such that Φ(ω−1)(t, ~k) ∩∆(t, ρ) = {0} for each t ∈ T and

each ρ ∈ Q(t);

Step 3: {f̃ (ω−1)
e (~k) : e ∈ E} constitutes an (ω − 1)-dimensional

network MDS code Cω−1 with the same local encoding

kernels at all internal nodes as that of Cω.

Using this algorithm recursively, we can construct a family of universal

network MDS codes of dimensions 1, 2, · · · , ω.

Guang, Fu, Zhang (NKU, USC) NetCod 2011 July 25-27, 2011 34 / 42

ww
w.
le
ad
er
st
ud
io
.n
et



Example

Preparation:

ω = 2, Ct1 = Ct2 = 3, δt1 = δt2 = 1.

Base field F = Z3.

Step 1:

All local encoding coefficients are

kd1,e3 = kd2,e2 = kd2,e5 = 0 and

kd1,e1 = kd1,e2 = kd1,e4 = kd1,e5 = kd2,e1 =

kd2,e3 = kd2,e4 = ke3,e6 = ke3,e7 = 1.

s

i

t1 t2

e1

e2

e3

e5

e4

e6 e7

d1 d2

Figure: The network G .
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Example

That is, all extended global kernels of this

two-dimensional Z3-value network MDS

code for all channels are

f̃e1 =


1
1
1
0
0
0
0
0
0

 f̃e2 =


1
0
0
1
0
0
0
0
0

 f̃e3 =


0
1
0
0
1
0
0
0
0

 f̃e4 =


1
1
0
0
0
1
0
0
0



f̃e5 =


1
0
0
0
0
0
1
0
0

 f̃e6 =


0
1
0
0
1
0
0
1
0

 f̃e7 =


0
1
0
0
1
0
0
0
1



s

i

t1 t2

e1

e2

e3

e5

e4

e6 e7

d1 d2

Figure: The network G .
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Example

Step 2:

Let one-dimensional Z3-value column

vector ~k = k = 1. Then

k
(ω−1)
d1,e1

(~k) = k
(ω−1)
d1,e4

(~k) = 2,

k
(ω−1)
d1,e2

(~k) = k
(ω−1)
d1,e3

(~k) = k
(ω−1)
d1,e5

(~k) = 1,

k
(ω−1)
e3,e6 (~k) = ke3,e6 = 1,

k
(ω−1)
e3,e7 (~k) = ke3,e7 = 1.

Thus the (ω − 1)-dimensional decoding

matrices are

F̃
(ω−1)
t1

(~k) =


2 1 1
1 0 0
0 1 0
0 0 1
0 0 0
0 0 0
0 0 1
0 0 0

 , F̃ (ω−1)
t2

(~k) =


2 1 1
0 0 0
0 0 0
0 0 1
1 0 0
0 1 0
0 0 0
0 0 1

 .

s

i

t1 t2

e1

e2

e3

e5

e4

e6 e7

d1 d2

Figure: The network G .

Guang, Fu, Zhang (NKU, USC) NetCod 2011 July 25-27, 2011 37 / 42

ww
w.
le
ad
er
st
ud
io
.n
et



Example

Step 3:

It is easy to check that the minimum

distance of this code at t1 (resp. t2) is 3,

i.e., an one-dimensional Z3-value network

MDS code, and the local encoding kernels

at all internal nodes are the same as that

of the original two-dimensional Z3-value

network MDS code.

s

i

t1 t2

e1

e2

e3

e5

e4

e6 e7

d1 d2

Figure: The network G .
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Noncoherent Network Error Correction

If random network error correction coding is under consideration...

Theorem

Assume that random network coding is utilized in transmission on a single

source multicast network G . Then universal network MDS codes can be

constructed with high probability close to 1, if the size of the base field F
is sufficiently large.
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Thanks for your attention!!!

Questions?

Guang, Fu, Zhang (NKU, USC) NetCod 2011 July 25-27, 2011 42 / 42

ww
w.
le
ad
er
st
ud
io
.n
et


	Background and Motivation
	Linear Network Error Correction Codes (LNEC codes)
	Universal Network MDS Codes

